Documentation is essential to daily legal practice. On-line access is current practice. The conditions imposed by an information service provider with respect to access and use of this documentation determine the value of such documentation. This paper identifies the need to regulate on-line service access in more open environments: to specify the conditions that hold for each individual service, providing a basis for determination of conditions for configurations of services.
INTRODUCTION
On-line documentation is essential to today's daily legal practice. This documentation is acquired from a number of different information service providers. The conditions imposed by and with respect to access and use of this documentation determine the value of such documentation. Legal publishers are exploring ways to position themselves in the future market: a market in which open access to journals and case law information will be freely available. This paper explores the need for providers to specify their conditions for information provision and usage in a service-oriented market. * Authors listed in alphabetical order.
Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Service-oriented Computing (SOC) is the paradigm in which this will be needed. SOC brings together new and existing technologies in distributed systems, by standardizing the interfaces [10] . Web services are the most common building blocks in this paradigm: computational elements that can be programmed, described, published, discovered, composed and managed using standard languages and protocols. Service providers do not directly interact with human users but via intermediary software layers (other web services, software agents, web-browsers). Configurations of web services provide the functionality required for most use cases, but are most often invisible to the user.
Current web service description languages do not provide support for the specification of the conditions of service access and usage.
For legal publishers based in Europe, for example publishers that provide information on legal articles for remuneration, European directives on information society services hold: European Directive 2000/31/EC 1 specifies that publishers must fulfill a number of information requirements prior to the conclusion of a contract with their customers. In addition, legal publishers may themselves want to specify their own conditions for service access. For instance, publishers may want to stress the fact that the documentation accessed is subject to copyright and restrict the use of forthcoming results and materials based on this documentation. Publishers may also wish to specify conditions to exclude liability for possible malfunctioning of one of their services, and/or to indicate which Court is considered competent and which law is applicable in case of dispute.
Current standards for web services lack possibilities to express such legal requirements. This paper proposes a new approach to specification and standardization of such information, conditions and other legal restrictions for access and use of web services. In addition, a technical solution to embed these conditions in current standards is suggested.
The remainder of this paper is organized as follows: the next section extends the case of a legal publisher and the need for conditional access. Section 3 provides a brief introduction to service oriented frameworks based on web services. Section 4 discusses categories of legal conditions that need to be specified in legal templates in web service descriptions. Section 5 discusses the technical challenges and some possible solutions for this extension. Section 6 gives a brief discussion and conclusions and the paper ends with suggestions for future research.
CASE: LEGAL DOCUMENT DATABASE
With the availability of legal articles in open access journals and freely available case law, competition between legal publishers increases. Legal publishers are therefore looking for ways to change their business models and make their publications available in a different manner, for example on a pay-per-view basis instead of annual subscriptions for (a collection of) journals. These models would improve the possibility for consumers to use more advanced search technology, such as intelligent software agents [17] . Software agents could, for example, search a legal database on behalf of their users for interesting articles without immediately requiring an annual subscription to a particular collection of journals.
Legal professionals, on the other hand, need to access a variety of information resources. [4] . Within the category of legal articles in journals, professionals are likely to need material from more than one journal and from different publishers. They are, therefore, often required to subscribe to a number of journals or collections of databases. Many established legal journals are available online and offer access to subscribers.
The types of service required by legal professionals mentioned above differ substantially from each other. Requirements and conditions for access to a service and the conditions of use of a service imposed by service provider, may differ per service. For example, governmental services will generally be free of charge, whereas services provided by commercial publishers such as Kluwer and Westlaw are likely to require payment. Depending on the type of service, there may be different laws and regulations, with which service providers must comply. These requirements may differ from country to country. For instance, publishers of legal journals may want to regulate intellectual property and limit use of their materials. Laws, on the other hand, are usually not protected by copyright, especially not when they are made available on governmental sites. But also publishers may choose to differentiate their services by offering specific information free of charge on a publicly accessible site, while other information can only be accessed under certain conditions. One webservice may offer different services each with their own (possibly differing) access restrictions. To enable users (or their systems) to choose from different services, providers of legal information may wish to specify information concerning the service and the terms of use of the service, including explicit pricing. These conditions and requirements will need to be specified in a standard format for users and automated systems to be able to "understand" the implications of their choice, comparing these conditions and requirements with the ones of which they are aware.
WEB SERVICES AND STANDARDS
In the example in the previous sections the publisher is a service provider in a service oriented system (for a more extensive introduction on service oriented systems see e.g. [5, 7, 16] ). Service providers place descriptions of their services in service registries. Service clients (software programs) access these registries, compare services and choose the service they wish to access.
A service provider, such as the publisher, hosts a network accessible software module that implements the functionality needed to access their database(s): for example to search the database and retrieve documents. The service provider provides a service description that describes the operations it supports.
The current standard language for web service descriptions is the Web Service Description Language (WSDL). This description includes specification of the operations that can be performed by the service, the required input and the output it will provide. This description is registered in a service registry. The service registry maintains a directory service that makes service descriptions public and discoverable. A directory service is comparable to an electronic version of the phone book (White Pages) or topic-based listing of services by certain companies (Yellow Pages).
The service registry's directory service provides functionality that enables service descriptions to be retrieved on the basis of various properties, e.g. service provider, functionality, or quality of service. The Universal Description, Discovery and Integration (UDDI) standard is a widely-accepted standard for web service directory services. The registry can be approached by service clients to search the directory and obtain service descriptions.
In the above case, a service client is the application software, e.g. a browser or a software agent, of the human user that wants to access and use the legal document database. The application software can acquire a service description from a UDDI repository and can use this information to contact a web service. Once contacted, the service can perform the operations requested by messages structured according to the Simple Object Access Protocol (SOAP). These messages are sent over network connections using a standard transport protocol, e.g. HTTP or the email protocol MIME/SMTP. Figure 1 summarizes the Web-services architecture and its use of standards: SOAP is used to communicate and specify messages, WSDL to describe services and UDDI is a repository of services from which services can be retrieved [5, 10] . As
CATEGORIES OF CONDITIONS
3 Directives 2000/31/EC and 1997/7/EC require information society service providers to comply with a number of information requirements 4 . Legal publishers who sell legal articles to the public via a web site in Europe, are thus considered information society service providers and as a result must fulfill information requirements as mentioned in directives 2000/31/EC and 1997/7/EC 5 . In addition to fulfilling information requirements mentioned above, legal publishers may want to place other conditions on the use of their service. For instance, publishers may want to stress the fact that the materials are subject to copyright and to limit the use of forthcoming results and materials obtained through services. They may also wish to exclude liability for possible malfunctioning of the service and to specify the competent Court and applicable law in case of dispute.
Having analyzed terms and conditions of numerous websites on the Internet this paper identifies five categories of conditions for access and usage a service provider may want to regulate: a) conditions for service access, b) applicable law and jurisdiction, c) intellectual property, d) (disclaiming) liability and e) privacy. This list of categories is not The authors emphasize that European directives are directed towards member states and are therefore to be implemented in national legislation. 5 The requirements of Directive 2000/31/EC can be divided into general information requirements (Article 5), information requirements concerning commercial communications (Article 6) and specific information requirements for online contracting (Article 10). The requirements of Directive 1997/7/EC can be divided into requirements that must be met prior to any distance contract (Article 4) and after the conclusion of a distance contract (Article 5).
exhaustive, but can be used as a starting point for a more extensive categorization of conditions that should be included to specify terms of use for Web Services. The emphasis in this enumeration is on terms that are specific to the provision of information services 6 . First of all, providers of web services may want to restrict access to a specific type of service client, for example to university employees or representatives thereof, to clients from a particular country, or to clients that specifically accept certain conditions, like the obligation to pay for viewing specific articles. Additionally, a service provider may want to specify technical criteria that must be matched by the service client. For example, access is only allowed for systems that do not need more than a given limit of processing power of the service provider. It is thus useful for both the provider of a service and future service clients to clearly specify access restrictions and requirements for access to the service in advance.
Secondly, clauses defining applicable law and jurisdiction are required to reduce the risk of issues concerning the competent forum and the applicable law in case of dispute as a different legal system or a different, i.e., foreign, court may strongly influence the outcome of a dispute. For a service that is accessible worldwide, it is virtually impossible to ascertain that the service complies with regulations in every legal system. From the point of view of the information/service provider, it is much more feasible to comply with laws and regulations of one legal system. Additionally, it is important for a service provider to ensure that disputes are settled in a local court, to limit cost implications (e.g. hiring foreign lawyers can be very expensive). Therefore service providers will want to specify the legal regime that governs conflicts that may raise from the access to and use of their webservices in their terms and conditions Thirdly, service providers, such as publishers of legal articles, may want to stress that the materials provided are subject to intellectual property rights, particularly copyright. Publishers may want to impose limitations on use or related restrictions on copyrighted legal articles spelling out the conditions specifically.
Fourthly, providers of services may want to limit liability for malfunctioning of their services, particularly (but not exclusively), for circumstances beyond their control. To which point a service provider is able to successfully appeal to a disclaimer, however, will depend on the specific case and the law governing a dispute between parties.
Finally, if a service provider needs to process personal data 7 of a service client's user, European privacy regulations demand that service providers acquire permission from the service client's user for processing of personal data. Such data may only be processed in accordance with the purpose to which the owner has agreed. If the service provided to the legal professional includes passing on information to and from other service providers, the service provider should make such practice clear in advance.
INTEGRATING LEGAL REQUIREMENTS IN WEB-SERVICES
The legal categories identified above in section 4, provide a starting point for formalization of a legal extension to web-service description languages. Such an extension can be seen as the web-service alternative for 'terms and conditions' that can be currently found on many web pages. Such an extension will facilitate the use of automated searches, for instance with the use of software agents.
Technically, extending web-services with legal requirements is relatively straightforward. The are at least two possibilities:
• Adding additional information to a service description to include (a reference to) terms and conditions, in a standardized format.
• In addition, the interaction protocol may be extended to include agreement with the terms and conditions specified in a service description language.
Extending service descriptions with legal conditions is technically a straightforward solution. One simply adds standard protocols that are commonly agreed upon and can either be accepted, granting access to the service, or rejected, which implies denial of access. An extension that includes agreement and/or negotiations [9] provides additional benefits including more flexibility. This could involve differentiation in terms and conditions with accessory (legal) rights and obligations.
Consider, for instance, a client service wanting to access a legal database web service. In an ideal situation there may be a range of standard legal templates covering numerous variations in the possible legal agreements parties may wish to establish. These templates specify the fields that need to be defined and the options thereto. Once templates have been standardized, users/clients of webservices can reason about the content specifying the options for legal conditions of access. Thus a 'client based' set of terms and conditions can be constructed for each individual client service.
It may be possible for a client service and a service provider to negotiate conditions of access fully automatically. Both the service provider and the client service 'know' which specifications in a template they can accept and which they cannot accept, which can be combined and which not. Thus they can negotiate an acceptable agreement, in which, for instance, the potential use of a legal paper, or part of it, is regulated and the copyright is protected. The client service can be given access to specific material containing information which may affect the privacy of others, only if they have the correct credentials for access to such information. For instance: an author may have access to all the statistics related to the use of his/her article.
To facilitate this process standard descriptions for the categories of conditions distinguished in Section 4, and conditions related to information requirements need to be defined. This requires dedicated ontologies to be developed for category descriptions and content. Domain experts need to be the authors of such ontologies. Such ontologies hold legal information (obligations and rights) but may also include technical specifications.
These descriptions need to be integrated in web service open standards, web service agreement specifications and web service negotiation protocols, including:
• WSDL which can be extended by adding the information requirements and the other categories of legal conditions.
• UDDI model which can be extended to include information requirements and other categories of conditions. This is analogous for the extension of UDDI proposed in [11] .
WSOL [15] , WSLA [8] , BPEL4WS [6] and other web service description languages need to be considered, especially with respect to web service configuration. Automated composition of web services: services of different services can be chained together to provide more complex functionality, is still subject of research. Determining how legal requirements and conditions can be combined is an open question.
DISCUSSION AND CONCLUSIONS
This paper addresses a real challenge for the legal domain. The need to identify categories of requirements and conditions that hold for individual web services, ontologies and guidelines for combining sets of conditions. This challenge is not technical, as argued. Legal templates can be used to extend WSDL, as proposed. The content of these legal templates, however, needs to be acquired in interaction with domain experts. This may mean formulating various templates that address the same topic which makes differentiation and choice possible. These templates should be published and accessible for automated services as well as for human beings. Owners of webservices may thus choose how to build their terms and conditions using the various templates. In such a way differentiation in terms and conditions can be obtained. Additional research can focus on combining templates and in this way set out terms and conditions for a variety of webservices. Present existing webservices [13, 14, 18] can be included in the research. Legal templates for automated web-service composition [12] , is part of the research in the ALIAS project.
The advantage of using standardized templates, be they legal or non-legal, is that parties can decide in advance to accept or reject the conditions specified.
The open Internet mandates the standards and templates for legal and non-legal conditions of use. The only question that remains is who will be the first to set the standards.
